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Course Objective
Web 2.0 has promoted the collaboration, interaction, and shar-
ing of information and continues to revolutionize the healthcare 
industry. The forces of technology change will inevitably impact 
how practitioners provide health care and interact with patients/
clients. The purpose of this course is to provide health and mental 
health professionals with the information necessary to address the 
use of Internet technologies in their practices and in their patient 
populations.

Learning Objectives
Upon completion of this course, you should be able to:

 1. Discuss general Internet usage patterns and the  
prevalence of individuals seeking health information 
online.

 2. Define Web 2.0, Health 2.0, and various Internet  
technologies with applications in health care.

 3. Evaluate the merits and limitations of Health 2.0,  
including the role of Web 2.0 in promoting inter-- 
professional collaborations and practice for healthcare 
providers. 

 4. Explain how practitioners can assist patients/clients  
in evaluating the validity and reliability of online health 
information, including implications of health literacy.

Pharmacy Technician Learning Objectives
Upon completion of this course, you should be able to:

 1. Outline the history and current use of Internet 
technologies in health care and information  
dissemination.

 2. Describe how Web 2.0 technologies can be  
effectively used in the provision of health care.

INTRODUCTION

As is increasingly evident, the Internet is not only 
rapidly changing public life but professional and 
private life as well. The first wave of Internet tech-
nology, referred to as Web 1.0, launched in 1993, 
focused on the functionality of accessing informa-
tion through search engines and hyperlinks—a top-
down approach [1; 4]. The second wave, beginning 
around 2003, or Web 2.0, refers to a second genera-
tion of Internet technology that uses applications 
to facilitate interactions, collaborations, and col-
lection and dissemination of information [4]. The 
impact of Web 2.0 has extended into many fields, 
including health care and mental health. In fact, it 
is believed Web 2.0 will revolutionize how health 
care is provided, leading to the use of such terms as 
Health 2.0 or Medicine 2.0. Consumers of health-
care services are increasingly utilizing technology to 
seek information about health and to connect with 
others through social networking sites. For example, 
consumers using Facebook may share evaluations of 
physicians, potentially resulting in more informed 
decisions when choosing a healthcare provider [2]. 
Practitioners may also use Web 2.0 applications to 
discuss cases and problem solve collaboratively.

Web 2.0 allows for the accumulation of a vast 
amount of information, generated by both experts 
and the general public, and makes it instantly avail-
able to anyone with access to the technology. Health 
information can be accessed at any time using cellu-
lar phones and smartphones, which has resulted in 
the democratization of health information. Individu-
als who are emotionally or physically distressed can 
use web logs (blogs) and social networking sites to tell 
their stories, seek support, and gain empowerment. 
These technologies have the potential benefits of 
being not only educational but also therapeutic [3]. 
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However, there is also a downside. With the amount 
of information readily available, it can be difficult 
for consumers to critically evaluate the numerous 
claims and make informed decisions. In some 
cases, individuals may rely too heavily on Internet 
technologies, possibly hindering earlier detection 
of problems or delaying access to more appropriate 
support and professional services [3].

Web 3.0 represents the next generation of the 
Internet. As of 2024, it has not fully launched and 
is thought to be more of a set of ideas [5]. The goal 
is to decentralize the Internet, rather than largely 
being controlled by big companies like Alphabet 
(e.g., Google) or Meta (e.g., Facebook) [5].

The goal of this course is to provide an overview of 
the roles and functions of Web 2.0 in the health-
care, social work, nursing, and mental health fields. 
Examples of specific Health 2.0/Medicine 2.0 
technologies will be provided. It will explore how 
practitioners, educators, and clients/patients are 
using Web 2.0 to educate, provide support, and 
seek health information and how this ultimately 
influences health decisions. 

GENERAL INTERNET  
USAGE PATTERNS

As of 2018, 85.3% of American households had 
an Internet subscription, and as of 2021, 77% of 
households had broadband Internet access [8; 12]. 
There appears to be no gender differences in Inter-
net usage, with 89% of men and 88% of women 
reporting Internet use [8]. Individuals 18 to 29 
years of age are the most likely to use the Internet 
(100%), while adults 65 years of age and older are 
the least likely (75%) [8]. With Web 2.0, people have 
increasingly used social networking sites and are 
creating and viewing podcasts, vodcasts, and blogs. 

In 2021, 72% of adults were using social networking 
sites, with 18 to 29 year olds leading at 84% [71]. 
In 2020, 97% of Americans owned a cellphone of 
some kind, and 85% owned a smartphone [72]. 
Among adults 65 years of age and older, 61% owned 
a smartphone [72].

Podcasts or vodcasts are audio or video digital media 
files that can be downloaded from the Internet. In 
December 2020, there were 41.9 million podcasts 
according to Apple [9]. As of 2023, there are more 
than 4 million podcasts registered around the world 
[9]. According to the Pew Research Center, 64% of 
Americans have ever listened to a podcast, which is 
a dramatic increase compared with 2006 (11%) [98]. 
Generally, men download podcasts more often than 
their female counterparts, and adults 18 to 49 years 
of age are the most likely of all age-groups to have 
downloaded a podcast [6].

It is estimated that 12 to 26.4 million Americans 
blog and 57 to 94 million read information from 
blogs [7]. The number of bloggers in the United 
States was estimated to be 31.7 million in 2020 [99]. 
On average, 120,000 blog entries are generated each 
day, and approximately 500 million blogs existed in 
2019 [22]. Blog content ranges from very personal 
to professional. 

Social networking sites include Facebook, Insta-
gram, Snapchat, X (formerly Twitter), TikTok, and 
LinkedIn. In 2021, 69% of Americans 18 years of 
age and older used Facebook, 81% used YouTube; 
40% used Instagram (a Facebook company), 31% 
used Pinterest, 28% used LinkedIn, and 23% used 
Twitter [97]. This is astounding considering that 
only 38% of Internet users were social networking 
in 2005 [10]. 
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PATTERNS OF SEEKING  
HEALTH INFORMATION ONLINE

In the past, consumers preferred to seek health 
information from their physicians, but more con-
sumers are taking advantage of Internet technologies 
to obtain health-related information [11]. Online 
health information-seeking refers to the active 
process of filling gaps in health-related knowledge 
[100]. Today, the Internet is typically the public’s first 
source for health information [109]. In one study, 
20% of Americans reported consulting TikTok for 
health information before going to a healthcare 
provider [157]. An estimated 70% of adults in the 
United States searched online for information on 
COVID-19, and more than 30% had shared or 
posted information about COVID on social media 
[157]. 

This trend is the result of several factors. First, there 
is a growing interest in preventive medicine and 
self-care, which promotes a healthcare model that 
is more patient-centered and consumer-oriented. 
Second, The breadth and depth of available health 
information is daunting, even for healthcare pro-
fessionals. Finally, there is an increased interest 
in alternative approaches to health and well-being 
[129]. These factors all tend toward rejection of 
the physician or healthcare professional as the only 
source of health and wellness information.

In a study of adults (18 years of age and older) in 
California, 65% of Internet users reported searching 
for medical information online [101]. In a national 
study, 40% of adults used the Internet to search for 
health information and 3.7% used online health 
chat rooms [102]. Older adults are also using the 
Internet more frequently to seek health information. 
The proportion of adults 65 years of age and older 
who sought health information online increased 
from 14.5% in 2011 to 43.6% in 2020 [158]. Use 
of health apps has also grown, with $8.21 billion in 
revenue in 2023; this amount is expected to grow to 
$35.7 billion by 2030 [159].

A study with 569 Internet users found that there 
are four types of health information that consumers 
tend to seek online: medical treatment, difficult to 
discuss health topics, family health, and methods 
to improve health [11]. In a focus group study on 
health-related use of the Internet conducted with 
19 adults, participants reported using the Internet 
for symptom troubleshooting, searching for infor-
mation before an appointment, and searching for 
health information for someone else (e.g., a family 
member or friend) [73]. In general, people tend to 
conduct searches related to the symptoms of various 
health conditions [74]. One study using analytic data 
of website queries on the Mayo Clinic’s consumer 
health information website found that the most com-
mon health queries were about symptoms, followed 
by the “causes” of conditions and treatment and 
drugs [74]. Research indicates that adults typically 
seek online medical information on specific diseases, 
medical treatments, and healthy behaviors [103]. 
In one study, more than two-thirds of participants 
preferred to use general search engines (e.g., Google) 
and another one-fifth reported that they employed 
Wikipedia for information about mental disorders 
and medications rather than going to the websites 
of hospital or professional organizations [130]. One 
study found a decline in online health information 
seeking between 2002 and 2012, which researchers 
attributed to the public’s concern about the validity 
and reliability of health information online [103]. 
In addition, consumers are increasingly searching 
online for information about healthcare providers, 
experimental treatments, health insurance, medica-
tions, fitness, and nutrition. However, it appears that 
purchasing medications or medical devices is less 
common. According to a 2009 study of 1,428 adults 
in the United States, only 6.4% had purchased 
prescription drugs and 2% had purchased medical 
equipment over the Internet [13]. A study conducted 
between 2005 and 2008 using 4,008 respondents 
from the Washington University School of Medi-
cine confirmed this trend [75]. They found that the 
primary source of obtaining medications/drugs was 
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through dealers, friends and relatives, and physi-
cians’ prescriptions; only 3% reported obtaining 
drugs through the Internet [75]. A study of 1,959 
Internet users found that participants most often 
searched for pharmacies, symptoms of medical 
condition, and pain [131].

It is estimated that every day 6 million people in the 
United States search for information about a health-
related topic online [14]. Internet health informa-
tion seekers maintain that the Web 2.0 improves the 
way they access health information, which ultimately 
assists in promoting a healthier lifestyle. 

One digital marketing firm found that 34% of online 
health seekers use social media resources (such as 
Wikipedia, online discussion boards, social network-
ing sites, blogs, and synchronous chat rooms) to 
obtain their information [15]. Much of this involves 
disease education rather than information about 
specific healthcare providers, care facilities, or insur-
ance. In a study conducted in Saudi Arabia, the most 
common social media platforms for health-related 
use were WhatsApp, YouTube, and Twitter/X [160].

People are most likely to start searches for medi-
cal information with Google, MedlinePlus, and/
or WebMD. Google is perceived to be easy to use 
and reader-friendly information, and MedlinePlus 
is viewed as a credible source [104]. An estimated 
7% of searches on Google are health related, which 
translates to 1 billion health-related queries daily 
[161]. Furthermore, 58% of individuals with chronic 
illnesses are enthusiastic about sharing medical 
information and their experiences with others [16]. 
In a 2010 study conducted by the Pew Research 
Center’s Internet and American Life Project, the 
researchers noted that individuals with chronic 
illnesses, even after controlling for demographic 

factors, are more likely to blog, use mass email (e.g., 
Listserv), and participate in online health discussion 
boards than those without chronic illnesses [17; 
104]. A comprehensive literature review of articles 
published between 2011 and 2016 found that indi-
viduals primarily seek information about specific 
diseases or illnesses and public health issues on 
social media sites [132]. The primarily motivations 
are emotional support and a desire to interact with 
other like-minded people. Internet technologies 
allow patients to obtain in-depth information about 
a health topic and to reach out to others using the 
Internet as a communications tool.

Using cellular phones to access online health infor-
mation is also becoming increasingly popular. In 
general, mobile applications have been used for 
communication, education, and tracking and moni-
toring health and symptoms [105]. The Pew Internet 
Project and the California HealthCare Foundation 
found that 17% of cellular phone owners have used 
their phones to search for health information, with 
the highest rates of this usage among adults 18 to 
29 years of age (29%) [18]. Furthermore, 15% of 
individuals in this age group have an application on 
their cell phones to monitor their health. Interest-
ingly, Hispanic cellular phone owners are more likely 
to use their phones to access health information 
compared to non-Hispanic white users (25% vs. 
15%) [18]. Healthcare providers have also reported 
benefits of using cell phones or smartphones to 
disseminate health information. In a study examin-
ing the use of cell phones or smartphones by com-
munity health advisors (paraprofessionals) in the 
African American community, providers reported 
that communicating through apps or texts enhanced 
their ability to reach underserved populations and 
provide information related to cancer screening, 
awareness raising, and concrete services [76].
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Gender appears to inf luence Internet health-
seeking patterns. Compared to men, women tend 
to be more likely to search for health and medical 
information online [13; 131]. At least one study 
found that women were three times more likely to 
look for health information online than men [133]. 
In particular, women are more likely to search for 
information regarding mental health and psychiatric 
issues such as depression (26%) than men (19%) 
[19]. Mothers with young children tend to use the 
Internet to seek pediatric health information on 
specific health conditions and symptoms [20]. In 
a study of 360 parents, mostly mothers, who had 
visited the pediatric emergency department in an 
Australian hospital, 43% had used the Internet 
to seek health information for their child in the 
6 months prior to the visit. Unfortunately, 31% 
reported using Google to obtain the information 
rather than a specific authoritative health website, 
such as a government source [21]. A separate study 
of data from the National Cancer Institute found 
that gender, particularly being a woman, consistently 
predicted use of e-health tools [77].

There are some findings that indicate racial and 
ethnic differences in online health information 
seeking and attitudes regarding the usefulness of 
obtaining health information on the Internet. Stud-
ies of racial/ethnic differences in health-seeking 
online have found that white users are more likely 
to use the Internet to search for health information 
compared to their Hispanic and African American 
counterparts [78]. Similar findings were reported in 
a study of 2,780 adults (18 years of age and older) 
[23]. In this study, Hispanics were less likely to search 
on the Internet for health information (28.9%) 
compared to whites (35.6%). Attitudes about online 

health information were also different between 
the two groups. Hispanics were less likely to agree 
that online health information can improve the lay 
public’s understanding about medical conditions 
and their treatments, give people a greater sense 
of empowerment and confidence when interacting 
with healthcare providers, and assist patients to 
obtain appropriate treatment. However, Hispanic 
individuals were more likely to agree that online 
health information could prevent a physician office 
visit [23].

Some argue that these differences can be attributed 
to the digital divide, or disparities in the access to the 
Internet due to socioeconomic differences. A 2014 
study failed to find any racial/ethnic differences in 
e-health usage, although it did note the role of socio-
economic status and education as predictors of the 
use of e-health tools [77]. Patients with lower levels 
of education were less likely to search for a health-
care provider online, to track their personal health 
information, or to use websites to track health out-
comes. Higher literacy level is a positive predictor of 
online health information seeking [134]. In a study 
conducted with South Asians in Canada, being 
older, being female, having less than high school 
education, and desiring to have health information 
written in a language other than English predicted 
non-Internet or digital health usage [162]. Research 
indicates that those with lower levels of education 
are more likely to engage in online health communi-
ties to obtain factual information about a condition 
or different treatment options compared with those 
in higher socioeconomic levels [104]. Individuals 
with higher e-health literacy scores are more likely 
to have a smartphone and more willing to use the 
Internet to obtain health information [106].
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DEFINITIONS

WEB 1.0 AND WEB 2.0

Before discussing how Internet technologies have 
been and may be used in the health and mental 
health fields, it is vital to have a clear understand-
ing of the terms. Web 1.0 revolved around static 
pages, with little or no user interaction, essentially 
making the Internet “read only.” Personal websites, 
Internet directories, online (static) encyclopedias, 
Internet browsing, and taxonomies are examples of 
Web 1.0 [24; 25]. Meanwhile, Web 2.0 is considered 
user-centric, because it promotes group interaction, 
collaboration, community, conversations, network-
ing, and connections [24; 107]. Web 2.0 has been 
coined the “social web” because it is much more 
interactive than Web 1.0. Examples of Web 2.0 
applications include [2; 24; 26; 27; 107; 108]:

• Blogs

• Social networking sites  
(e.g., Facebook, LinkedIn)

• Wikis (e.g., Wikipedia)

• Social bookmarking (e.g., Pinboard)

• Podcasts and vodcasts

• Video sharing (e.g., YouTube)

• Photo sharing (e.g., Instagram)

• Really simple syndication (RSS 2.0) feeds

• Google documents and presentations

• Three-dimensional virtual worlds  
(e.g., Second Life)

The differences between Web 1.0 and Web 2.0 
become clear when considering the example of 
online encyclopedias. Under the Web 1.0 applica-
tion, individuals would search for information in a 
static online encyclopedia. In the Web 2.0 genera-
tion, individuals not only search for information in 
online encyclopedias, but can create and edit entries 
(as with Wikipedia) [28]. Web 2.0 is characterized 
by an active audience, with multidirectional and 
participatory communication [79]. Again, there are 
benefits and drawbacks of both.

In Web 3.0, the Internet is viewed as a database 
with intelligent search capabilities [4]. This could 
involve moving beyond the sharing of information 
to the comparing of data in meaningful ways. The 
relationships between ideas or information would 
become more important. For example, uploaded 
photographs might exist on a calendar platform that 
also displays activities or appointments for that day, 
giving some insight into what the individual was 
doing when the photograph was taken. However, it 
is unclear when or if this will become the dominant 
force in Internet technology.

A hypothetical Web 4.0 in health care refers to the 
implementation of virtual, synchronous platforms 
distributed to a variety of stakeholders [135]. Essen-
tially, this would create a smart network linking the 
entire healthcare system [135]. Examples include the 
larger categories of Internet of Things and Internet 
of Services. For example, a patient might be given a 
device to monitor his/her blood pressure, with the 
data distributed to healthcare providers for real time 
assessment and monitoring.

HEALTH 2.0/MEDICINE 2.0

One of the main themes of Web 2.0 is collective 
intelligence, using dynamic Internet applications 
so consumers can interact and participate with the 
system and each other [29]. Applying Web 2.0 to 
health care, Eysenbach has defined Health 2.0/
Medicine 2.0 as [30]:

…web-based services for healthcare con-
sumers, caregivers, patients, health profes-
sionals, and biomedical researchers that 
use Web 2.0 technologies and/or semantic 
web and virtual-reality tools to enable and 
facilitate specifically social networking, par-
ticipation, apomediation, collaboration, 
and openness within and between these 
user groups.
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The definition of Health 2.0 has been nebulous and 
there is no clear roadmap [136; 137]. Some have 
categorized Health 2.0 under the broader category 
of digital health. Others have defined Health 2.0 
simply as, “the use of social software and its ability 
to promote collaboration between patients, caregiv-
ers, medical professionals, and other stakeholders in 
health” [25]. Some have described it as health care 
with the addition of social media [163]. The end 
result is health care that is participatory and takes 
place constantly, rather than a series of episodic 
events. The hope is that this enhancement of the 
healthcare experience will allow the provider to 
foster a team approach to care instead of an expert/
novice relationship [29]. Consumers of health 
services use Web 2.0 applications not only to find 
health information but to develop communities to 
support one another, share experiences and informa-
tion with one another, and evaluate physicians and 
healthcare providers [2; 110]. It is used by patients 
but also by healthcare and mental health profession-
als [137]. Examples include [2; 31; 32; 80; 110; 111; 
137; 163; 164]:

• Individuals can use Facebook to evaluate  
physicians, which may influence others’ 
healthcare decisions.

• Social bookmarking, wikis, and blogs

• Consumers can obtain up-to-date  
information on health care and the  
healthcare system at The Health  
Care Blog.

• A 3D virtual world may be developed in  
which a user is in a simulated restaurant, 
making different food decisions and being 
informed about various food items’ health 
impact.

• Video sharing through YouTube can be an 
effective means for patients to learn about 
their diagnosis. Sharing information via  
video (with visual and auditory stimuli)  
can be more effective than text-based 
approaches.

• Health records are controlled by individual 
health consumers so they can determine  
who has access to their health record. In  
addition, individuals can enter data into  
their own records.

• Individuals with HIV can watch videos  
to obtain the latest information about  
treatment.

• PatientsLikeMe is a social networking site  
for individuals to locate others who share  
a similar medical condition.

• Teladoc connects patients to a host of  
healthcare providers (including physicians, 
nurses, dieticians, and therapists) via phone  
or video visits.

• MyChart is an app that offers a patient portal 
to access their health records, appointments, 
bill payment, and mechanisms to communi-
cate with their providers.

• HealthyPlace.com: America’s Mental Health 
Channel provides information and resources 
targeted to mental health topics and is the 
home of online communities for individuals 
seeking to connect with others with similar 
mental health concerns.

• Sermo is an online community of physicians 
wishing to connect with one another to  
collaborate and consult on cases and discuss 
new treatments, clinical issues, and medical 
devices.

• Doximity is a social networking site for  
healthcare providers.

• Calorie Cruncher is a diary that gives  
users an opportunity to track their  
physical activities, calories, and BMI  
scores and those of their friends. Users  
can then connect via Facebook to support  
and provide accountability to one another.

• The 10,000 Steps Program allows users to 
employ pedometers to track the number  
of steps they take daily and engage and  
challenge one another on an online forum. 
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• HealthUnlocked is a social network that links 
individuals with the same health conditions 
to create a community that can share support, 
knowledge, and resources.

The Department of Veterans Affairs Work 
Group recommends using secure video 
teleconferencing to deliver treatments for 
post-traumatic stress disorder and acute 
stress disorder when that therapy has been 
validated for use with video teleconferencing 

or when other options are unavailable.

(https://www.healthquality.va.gov/guidelines/MH/ 
ptsd/VA-DoD-CPG-PTSD-Full-CPGAug242023.pdf. 
Last accessed March 20, 2024.)

Strength of Recommendation: Strong For

Health 2.0 is primarily thought of as a tool for con-
sumers, but it can also benefit healthcare providers 
and other professionals, with a role in [171]: 

• Health promotion

• Career development and promotion

• Professional networking

• Professional medical education

WEB 2.0 TOOLS IN HEALTH CARE

Due to the stress and time constraints of daily clini-
cal practice, it can be difficult to incorporate new 
technologies and spend time learning about different 
Web 2.0 applications. However, it is crucial to do 
so. Health consumers today are technologically and 
digitally savvy and will likely be using these applica-
tions themselves.

Digital literacy refers to an individual’s proficiency 
and competency with the use of digital technolo-
gies, including mobile devices, personal computers, 
recording devices, the Internet, and Web 1.0 and 2.0 
platforms [81]. However, digital literacy goes beyond 

an individual’s degree of competence in the use of 
or access to technologies. It also includes the abil-
ity to effectively evaluate digital information [165]. 
According to the U.S. Department of Commerce, 
it is not clear whether the minority of persons in 
the United States who do not use the Internet due 
to a lack of skills or a lack of financial resources to 
obtain Internet access, or if there are other factors 
involved [82].

Many adults may be categorized as what is termed 
“digital immigrants,” meaning they did not grow up 
in the digital world and are trying to learn and adapt 
to this new environment [33]. Digital immigrants 
may employ technology, but tend to be less familiar 
with its potential, although they do acknowledge 
its importance for some tasks [34]. On the other 
hand, adolescents and young adults are generally 
considered “digital natives,” as they were raised 
using digital technology and have no difficulty using 
new technological mediums with ease and famil-
iarity [33]. Digital natives tend to use technology 
for numerous tasks and adapt as the tools change 
[34]. It is likely that the majority of health and 
mental health practitioners fall into the category of 
“digital immigrants,” and many clients, particularly 
adolescents and young adults, are “digital natives.” 
Consequently, many younger consumers will access 
health and mental health information and make 
health decisions based on information from Web 
2.0 applications.

However, it is important to not assume all younger 
practitioners will adopt Web 2.0 tools in clinical 
practice. A survey of Millennial nursing students 
(i.e., those who have been raised in the era of digital 
technology) found that they were less positive in 
their views of telehealth activities than in their views 
of common nursing activities [112]. The authors 
caution making the statement that all digital natives 
will want to incorporate Web 2.0 tools and technol-
ogy into practice.
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In order to ensure that consumers are receiving the 
best possible information and care, practitioners will 
require a solid understanding of the different path-
ways to health and mental health services via these 
applications. Furthermore, the next generation of 
health, counseling, social service, and mental health 
practitioners will be proficient in using these applica-
tions in the work environment [35]. Many Web 2.0 
tools can be integrated into the day-to-day operations 
of the organizational structure to minimize costs and 
maximize employee productivity [35]. For example, 
a facility may use online calendars to schedule meet-
ings or an intranet to edit documents, eliminating 
the need to constantly email documents back and 
forth. Supervisors can more readily provide updates 
and announcements on a blog that employees can 
access anytime and from anywhere [35].

PRACTITIONERS’ PROFICIENCY  
IN USING WEB 2.0 TOOLS

As with most technologies, Web 2.0 tools have both 
benefits and drawbacks when used in health or 
mental health care settings. It is important that all 
applications are used ethically, professionally, and 
appropriately, as there are certainly risks for breaches 
of confidentiality, inaccurate self-diagnoses, and the 
establishment of inappropriate professional bound-
aries. Technology-care integration is vital for practi-
tioners, who are expected to integrate Web 2.0 tools 
into patient care. Without this skill, patient care can 
be compromised [166]. The first step in using Web 
2.0 tools in the health or mental health fields is a 
greater knowledge of the available technologies and 
how they are intended to be used.

In order for practitioners to work alongside patients/
clients to fully optimize Health 2.0 tools, it is impor-
tant that they feel comfortable and competent using 
computers, the Internet, and Web 2.0 applications. 
Guiding patients/clients to find good quality infor-
mation online and to use Internet technologies is a 
growing part of health and mental health care. How-
ever, some data suggest there may be a lag in health 
and mental health practitioners’ acceptance of and 

proficiencies in computer and Internet technologies 
[138]. Some may be skeptical regarding the benefits 
and potential costs of using Internet and Web tech-
nologies in health care [138]. However, practitioners 
are increasingly using Web 2.0 tools in their practice. 
In a 2014 survey of 330 counselors, 41.5% reported 
using Google docs and 33.6% reported using social 
networking sites for their practice [83]. Other studies 
have indicated that physicians are increasingly turn-
ing to X/Twitter to reach out to patients and col-
leagues [84]. The largest barrier to utilizing Web 2.0 
tools and mobile health apps are the time necessary 
to implement the activities and lack of knowledge 
related to developing the online workspace as well 
as lack of investment by an organization [83; 105]. 
Some healthcare providers write medical blogs to 
dispel erroneous health information generated by 
non-medical professional [139].

A study of 695 psychologists found that established 
psychologists rarely used social networking sites, 
and psychologists in general feel the ethics related 
to using rapidly changing technology are unclear 
[36]. This lack of technological proficiency has been 
found among nurses as well. In a 2006 study, nurses 
in several university hospitals rated their computer 
skills and competency as fair or poor [37]. It has been 
speculated that nurses may be wary of the implemen-
tation of informational technology because they are 
concerned with the potential negative ramifications 
to patient care—the fear that computers and technol-
ogy may replace human contact with patients [38]. 
However, in a study of 470 healthcare workers in 
two Finnish psychiatric hospitals, nurses who had 
more experience with computers or with the imple-
mentation of computer systems were more likely to 
be motivated to use computers at work than those 
without experience [39]. Younger personnel and 
men were also more likely to have had experience 
in the implementation of computer systems at the 
work setting. Factors that impeded staff from using 
computers at work included lack of interest in com-
puters, not owning a computer at home, and lack 
of work time to use computers.
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In a 2016 study with 371 social workers, research-
ers found that almost all (99%) used emails and 
88% used texting in their personal lives [113]. As 
a component of their professional activities, 50% 
reporting using Listservs, 47% employ online peti-
tions, and 44% use data management systems. Social 
workers appear to use information technology more 
as a communication mechanism and as a way to 
enhance their work more effectively. However, they 
do not tend to employ information technologies in 
a creative manner to deliver services, interact with 
stakeholders, or for advocacy purposes. In a 2018 
study, more than 70% of healthcare professionals 
reported using social networking tools for interpro-
fessional collaboration, to more effectively deliver 
clinical information, and to obtain pharmacologic 
consultations [140]. In a 2020 study, 90% of nurs-
ing students reported competence in computers and 
Web 2.0 tools; however, only 55% were confident 
in their ability to apply their digital knowledge and 
competence to the clinical environment [167]. In 
another study with healthcare professionals, 60% 
were confident using technology, but only 20% 
expressed confidence in the application of the 
technology to clinical and patient care. There was 
a positive relationship between digital literacy and 
perceived quality of care; healthcare providers who 
had higher digital literacy perceived they provided 
higher quality of care [168].

BENEFITS OF WEB 2.0  
TECHNOLOGIES IN THE HEALTH  
AND MENTAL HEALTH FIELDS

Promote Patient/Client  
Autonomy and Empowerment

In one study, individuals tended to use the Internet 
for health information prior to a consultation to 
obtain health information to bring to their office 
visit, prior to medical contact for self-diagnosis 
purposes, and after a medical visit to confirm a 
diagnosis [40]. The ability to easily access health 
information and communicate with practitioners 
using Internet technologies promotes patient/
client autonomy. Being informed and connected 

may increase patients’ confidence, self-efficacy, and 
empowerment in terms of making health decisions. 
They are no longer passive consumers of health 
services, but play an active role in maintaining their 
own health [32]. In the past, physicians were the gate-
keepers to medical information, deciding what and 
when information was communicated to patients 
[169]. Internet elements that promote autonomy as 
it pertains to disease management are perceived as 
useful by users [104].

Research related to older adults and chronic disease 
has found some evidence that older adults experi-
ence a greater sense of self-efficacy by using Web 
2.0 platforms. These individuals are better able 
to manage their disease through increased educa-
tion and skills building and through interacting 
with practitioners and others patients with similar 
diagnoses [85]. Patient empowerment and engage-
ment were the key benefits, although it is not clear 
how this specifically translates to positive health 
outcomes [86].

In general, health consumers are not replacing con-
ventional forms of communication with Internet-
based tools [13]. Instead, new technology is being 
used in conjunction with traditional healthcare 
contact. Overall, individuals who use Web 2.0 tools 
have more options and access to more information 
when making health decisions, which contributes 
to their overall sense of empowerment.

Improve the Clinician/Consumer Relationship

Using Web 2.0 applications can allow practitio-
ners to engage and converse with patients/clients 
prior to seeing them face-to-face or after visits as 
a follow-up, providing more seamless services and 
ultimately increasing patient/client satisfaction. 
Seeking, providing, and exchanging information 
facilitates a sense of patient/client competence [114]. 
Patients/clients can obtain basic information prior 
to seeing a practitioner. This can save some of the 
time spent educating the patient/client regarding 
the “basics” and instead allow the practitioner to 
focus on answering specific questions and providing 
individualized counseling [32; 141; 163; 170].
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In an online survey, 800 participants were asked 
about the benefits of using mobile health apps 
after surgical procedures. Participants positively 
responded to being able to interact with the surgeon 
post-operation, gain additional information, and 
limit follow-up visits [114]. Health 2.0 technologies 
can promote relational engagement, which involves 
f luid conversations between practitioners and 
patients/clients, rather than hierarchical (expert-
novice) communications [115; 141].

Reduce Inequities and Disparities

Web 2.0 technology may have the potential to 
facilitate the more equitable distribution of health 
services across groups [32; 142; 171]. Utilizing these 
applications correctly and ethically promotes the 
ethical principle of justice, which deals with the 
distribution of benefits and risks. Today, the major-
ity of health information can be accessed relatively 
freely, and therefore, there should be a more equal 
and widespread distribution of information [41]. 
However, some argue that a “digital divide” still 
exists. The term digital divide refers to social inclu-
sion/exclusion and equality/inequality of Internet 
access, which is influenced by socioeconomic differ-
ences among various groups (e.g., inability to afford a 
computer or cellular phone) [42]. The digital divide 
is not simply exclusion from access, but it is also the 
ability to effectively use technology to achieve posi-
tive outcomes [172]. If Web 2.0 technology is imple-
mented without maintenance of traditional tools, 
existing health disparities might be heightened for 
those who are economically disadvantaged [32]. One 
study found that urban users of online health com-
munities tend to be suppliers of social support while 
those from rural areas were recipients [116]. Online 
health communities can perhaps mitigate health 
disparities in rural areas, but continued research is 
needed to explore this issue. At this point, it is not 
clear the extent to which social media and other Web 
2.0 platforms can reduce health disparities, as there 
is very limited empirical evidence available [79].

Patient-Centered Health System

The American healthcare system is focused on a 
Western explanatory model of health and illness, the 
biomedical model, which focuses on identifying the 
pathogenic/causal agent, biological dysfunction, and 
symptoms [43]. In this model, the physician handles 
the care of the patient and validates the presence 
of the disease. The emphasis is on diagnosing and 
treating disease, to the point that, in some cases, 
the patient’s experience of the illness is relegated 
to the background [44]. However, the use of Web 
2.0 technologies in health care may allow a shift 
from medicocentric to patient-centered care [45; 87; 
143]. Patient-centered care emphasizes integrating 
patients’ values, preferences, and expressed needs 
into care plans, and is believed to increase patient 
satisfaction, compliance, and outcomes [46]. When 
providing information, it is should be individual-
ized and personalized [117]. This is exemplified by 
the P4 (preventive, participatory, personalized, and 
predictive) model in medicine [87]. By using Web 
2.0 tools, patients may be less reactive and be more 
participatory in their own care, allowing diagnosis 
and treatment to be individualized to a greater 
degree [87]. Ultimately, Web 2.0 technologies can 
mitigate or ease the hierarchy embedded in the 
medical system [171].

Greater Transparency

The collective wisdom encouraged by Web 2.0 
tools, such as social networking sites, helps to pro-
mote greater transparency and accountability in 
the healthcare industry. In traditional healthcare 
sectors, in which physicians and practitioners are 
considered the gatekeepers knowledge, Web 2.0 
applications can promote a greater dialogue between 
providers and patients/clients and collaboration 
among managers and employees [35; 143]. Fur-
thermore, consumers can access reviews and offer 
evaluations of health providers and services in order 
to make more informed health choices.
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Promote Greater Interprofessional Practice  
and Collaboration Among Practitioners

Interprofessional practice and collaboration is 
characterized as a process whereby multiple service 
providers representing different professional fields 
work together to provide comprehensive services to 
patients in order to coordinate high-quality services 
across settings. The World Health Organization 
defines interprofessional collaboration as occurring 
“when multiple health workers from different pro-
fessional backgrounds work together with patients, 
families, carers, and communities to deliver the high-
est quality of care across settings” [144]. It requires 
professionals to alter the way they practice—moving 
away from working in silos and toward working in a 
collaborative and trusting manner, sharing informa-
tion, resources, and multiple perspectives to address 
the complex problems of patients. Efficiency, cost 
containment, and measurable outcomes are all 
benefits of effective interprofessional collaboration.

One of the core features of interprofessional collabo-
ration is sharing philosophies, values, perspectives, 
data, and processes for planning interventions [145]. 
It also involves sharing roles, responsibilities, deci-
sion making, and power [146]. Every team member 
employs their expertise, knowledge, and skills to 
work collectively on a shared, patient-centered goal 
or outcome [146; 147]. Another feature of IPC is 
interdependency. Instead of working in an autono-
mous manner, each team member’s contributions 
are valued and maximized, which ultimately leads to 
synergy [145]. Each member’s knowledge, expertise, 
and strengths are capitalized and valued [147]. At 
the heart of this, are two other key features: com-
munication and mutual trust and respect [147]. In 
order to share responsibilities, the differing roles and 
expertise are respected. However, one cannot assume 
that every member innately understands the roles, 
responsibilities, and knowledge of each member.

Web 2.0 mechanisms also provide venues for practi-
tioners to collaborate and share knowledge without 
the barriers of geographical proximity [84; 88]. 
Healthcare providers can easily share knowledge 
with one another by participating in online com-
munities and discussing cases [88]. The sharing 
of information on online communities is particu-
larly important when providers are geographically 
constrained [148; 149; 171]. The use of Web 2.0 
platforms offers rapid and cost-effective sharing of 
best practice information. Social media sites (e.g., 
Facebook, LinkedIn) can provide information of 
available resources, advertise and promote upcoming 
educational and health events, and connect profes-
sionals almost instantaneously [148]. Web 2.0 tools 
can also mitigate professional isolation, particularly 
for providers in rural areas, and facilitate collabora-
tion within and across disciplines [149].

CONCERNS REGARDING HEALTH 2.0

Inaccurate Self-Diagnosis

The fact that some individuals employ the Internet 
to assist in self-diagnosis has serious health implica-
tions. For example, many individuals use Google 
to assist in self-diagnosis. However, when dealing 
with complex conditions with an array of differen-
tial diagnoses, promoting self-diagnosis is an area 
of concern [118]. It has been approximated that 
Google finds the correct diagnosis 57.7% of the 
time, but this is primarily for conditions with very 
unique symptoms; the actual rate is believed to be 
lower [47]. Taking the time to self-diagnose can have 
serious consequences in acute healthcare emergen-
cies (e.g., stroke), when emergency medical contact 
should be initiated as soon as possible after the onset 
of symptoms. Another consideration is individuals’ 
inability to critically evaluate health information. 
This can be included in patient/client teaching, as 
will be discussed in detail later in this course.
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Ethical Concerns

One of the paramount concerns of using Web 2.0 
tools in the healthcare and mental health fields is 
patient/client privacy and confidentiality [84; 86]. 
Practitioners who use Web 2.0 tools must be con-
scious about revealing too many personal identifiers 
of their clients, which can risk practitioner/client 
confidentiality and privacy [142;.173]. Practitioners 
in the health fields should keep the Health Insur-
ance Portability and Accountability Act (HIPAA) 
in the forefront of their minds when blogging or 
posting in online discussion groups. HIPAA privacy 
rules protect any identifiable health data, including 
any present, past, or future health information of 
an individual that can be used to determine the 
identity of an individual [48]. Bemis-Dougherty gives 
an example of a practitioner who blogged about a 
difficult client seen at a facility at a particular time 
and date [49]. Although the client’s name was not 
provided in the blog, it was possible to determine 
the facility in question because the author of the 
blog was identified, and certainly the identity of 
the client could be linked to the time and date of 
the appointment. It is also important to caution 
patients/clients that altering privacy settings does 
not necessarily mean that privacy is maintained, as 
hackers can sabotage privacy settings [119]. All of 
these points must be considered.

Another ethical issue that may arise is conflict of 
interest. Practitioners should be cautious of openly 
endorsing any products or services. Some Web 2.0 
software platforms, particularly those without use 
fees, have advertisements that display along with 
the platform. Practitioners must be careful to avoid 
dual relationships or even having the appearance of 
a conflict of interest with service providers.

Professional Boundaries

The use of Web 2.0 applications can affect profes-
sional relationships and boundaries between pro-
viders and patients/clients. However, professional 
organizations and ethics committees have been 
slow to establish rules for interacting with patients/
clients online. In a 2021 systematic review, the blur-
ring of professional boundaries, behavior, and values 
surfaced as a prominent theme in a meta-analysis of 
44 articles assessing the use of social media among 
healthcare professionals and students [174]. In these 
articles, breaches of confidentiality, promotion 
of pharmaceutical products, derogatory remarks 
regarding other professionals, and profanity and 
sexually explicit misconduct were noted. In some 
cases, healthcare professionals published photos 
and information that violated their patients’ con-
fidentiality and privacy. Only 5% obtained formal 
consent from patients prior to posting information 
or photos [174]. In a survey of psychologists, social 
workers, and physicians, 59% of practitioners indi-
cated they maintained a Facebook account and 75% 
of these users reported using a privacy setting [89]. 
In another study, 77% of psychologists indicated 
they had an account on a social networking site, 
and of these users, 85% used privacy settings [36]. 
However, practitioners were unclear about what to 
do when clients contacted them through a social 
networking site. On the surface, it appears to be 
an innocuous request, but it may allow the client 
access to personal information and interactions that 
may fall outside established professional boundaries 
and create dual relationships [90; 150]. If the prac-
titioner does not accept the request or ignores the 
contact, the client might misconstrue this as rejec-
tion. In addition, professionals’ behaviors on social 
networking sites (e.g., posted pictures, interactions 
with friends) could inadvertently have a negative 
effect on the integrity of the profession [90; 91]. 
Therefore, there is a blurring of private and public 
spaces [119]. Unfortunately, there appears to be 
minimal guidelines in the literature about digital 
professionalism [174].
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Information Accountability  
and Intellectual Property Issues

Every person who has access to the Internet can con-
tribute to available health information using various 
Web 2.0 technologies. This has been freeing in some 
ways, but it also has led to the questions of account-
ability and reliability. When accessing online health 
information, one should have some knowledge of 
contributor(s) and their credentials, experiences, 
and professional background, and the validity and 
reliability of the information provided [35]. This 
raises the issue of the extent to which consumers 
have the ability to critically evaluate information 
online. Health literacy and the practitioner’s role 
in educating patients/clients regarding the need 
to critically evaluate online health information are 
essential.

Inaccurate Information

In a meta-analysis of articles related to the use of 
Web 2.0 platforms in health care, researchers found 
that health information generated by general users 
on social media platforms was not always consistent 
or accurate with clinical guidelines or scientific evi-
dence [79]. Evidence to support this trend became 
clear during the COVID-19 pandemic. A 2023 
study found that individuals were more sensitive 
and responsive to social media information on social 
media that focused on COVID vaccine risk versus 
vaccine safety [175]. A meta-analysis of studies that 
evaluated online health information found that the 
quality of the online sources varied tremendously 
and more than half concluded that the quality of 
online health information was a problem [120]. 
Because user-generated content on blogs and wikis 
is not peer reviewed, it can lead to the dissemination 
of inaccurate information, which can be danger-
ous [88]. In a systematic review of the literature on 
the prevalence of health misinformation on social 
media, health misinformation was most prevalent 
on Twitter/X and was most likely to be related to 
the topic of smoking, smoking products, and drugs 
(e.g., opioids, cannabis) [69]. The majority (87%) 
of found posts disseminated inaccurate health 
information. This speaks to the importance of edu-

cating the public in how to evaluate online health 
information, which will be reviewed in detail later 
in this course [84].

GUIDELINES FOR PRACTITIONERS 
WHO WISH TO INCORPORATE 
HEALTH 2.0 INTO PRACTICE

It can be overwhelming for providers to imple-
ment Web 2.0 into practice [92]. Sharma, Kilian, 
and Leung recommend considering the following 
issues prior to initiating use of a Web 2.0 platform 
[93; 120]:

• Identify the goals and objectives: Will you 
be using social networking platforms (e.g., 
Facebook, Twitter/X) for health education? 
Promoting awareness? Disseminating concrete 
health information? Facilitating relationships 
between the patient and provider? Offering  
a forum for patients to ask questions?

• Identify and know who the main audience 
will be: Will you be targeting adults?  
Mothers? Adolescents? Men with depression? 
Depending on the target population, the  
tone used in the writing, the layout of  
messages, and the style may vary.

• Determine how to best deliver the informa-
tion: To what extent will delivering the  
information asynchronously be sufficient?  
Is a real-time element (e.g., chats) necessary?

• Discern who will develop the content:  
It may be necessary to hire a third party  
(e.g., a marketing company, subject matter 
expert) to create the content and determine 
how the content can be delivered in the  
most effective manner.

• Consider and evaluate the accessibility  
and functionality of the website. Ensure  
that links work and the site is usable to  
those with disabilities. Consider whether  
users need to download software to view  
the materials.
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• Evaluate whether the website is culturally 
sensitive and appropriate for users and the 
extent to which photos, language, formatting, 
and messages are appropriate for users from 
diverse backgrounds.

The American Nursing Association provides broad 
general guidance, emphasizing the importance 
of nurses being aware of the audience and their 
employer’s social media policy, placing appropri-
ate privacy settings on one’s own profiles, avoiding 
derogatory comments, and sharing only accurate 
and credible information [70].

In focus groups, marketers who used Web 2.0 for 
health promotion suggested that using simple, 
lay-friendly language was important. In addition, 
content should be easily searchable and retrievable 
using tagged categories [92]. The HIPAA Journal 
offers a free checklist for HIPAA compliance using 
social media, and the World Health Organization 
offers a social media toolkit for health practitioners 
(Resources). 

HEALTH 2.0 AND IMPLICATIONS  
FOR TECHNICAL PROFICIENCY

In order for patients to obtain health information 
online, many skills are needed. At the most basic 
level, technical skills related to the use of a computer 
(operations) and Internet searching (navigation) 
are required in order to effectively access the Web 
[94]. A higher level of proficiency, including cogni-
tive critical thinking skills, is necessary in order to 
evaluate the tremendous amount of information 
retrieved and to choose the most relevant and valid 
recommendations.

In a 2013 study, researchers recruited adults to 
complete a set of tasks related to retrieving infor-
mation from the Internet pertaining to rheumatic 
diseases [94]. The participants all had experience 
searching on the Internet, but they were less familiar 
with using Web. 2.0 tools. The majority could not 

complete the tasks, experiencing difficulties navigat-
ing the Internet in general, using search strategies 
effectively, evaluating the accuracy of the content, 
and protecting their privacy [94]. In an integrative 
review, researchers found that healthcare profession-
als’ digital skills must be continuously updated [151]. 
Technology changes rapidly, and full workplace 
implementation of these technologies are a function 
of healthcare professionals’ attitudes, confidence, 
and proficiency.

HEALTH 2.0 AND IMPLICATIONS 
FOR HEALTH LITERACY

Health literacy refers to the “degree to which indi-
viduals have the capacity to obtain, process, and 
understand basic health information and services 
that they need to make appropriate health decisions” 
[50]. More specifically, it involves being able to navi-
gate from lower to higher stages of critical thinking 
[121]. According to the 2003 National Assessment 
of Health Literacy, 14% of individuals in the United 
States have “below basic” health literacy, which 
means they lack the ability to understand health 
information and make informed health decisions 
[51; 52]. A systematic review of more than 300 
studies showed that an estimated 26% of patients 
had inadequate literacy and an additional 20% had 
marginal literacy [53]. Health literacy varies widely 
according to race/ethnicity, level of education, and 
gender, and clinicians are often unaware of the 
literacy level of their patients [54; 55]. Predictors 
of limited health literacy are poor self-rated read-
ing ability, low level of education, male gender, 
and nonwhite race [55; 56]. Low health literacy 
makes patients vulnerable to poor health outcomes, 
including medication errors, rehospitalization, and 
noncompliance to medical interventions [122].

E-health literacy has been defined as ability to seek, 
evaluate, and apply health information from online 
and other digital sources to a health problem [152]. 
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There are several subcategories of e-health literacy 
[133]:

• Information

• Media

• Traditional

• Health

• Science

• Computers

e-HEALS is an instrument that consists of eight 
closed-ended items to measure e-health literacy. 
This brief instrument is valid and reliable and can 
be used by providers to assess patients’ self-perceived 
comfort and knowledge in locating, assessing, and 
applying online or digital health information [153].

Of course, health literacy is affected by overall lit-
eracy rates in the United States. According to the 
National Adult Literacy Survey, 11 million adults 
in the United States are nonliterate in English; 36% 
of these adults speak/read a language other than 
English [52; 57]. Practically speaking, individuals 
who are nonliterate are not able to answer simple 
written test questions.

However, health literacy is not merely about being 
able to read the information but includes social 
components and the creation of meaning [58]. 
Informational competence, for example, involves 
appropriately evaluating the validity and authority of 
health information. Autonomous competence, the 
ability not only to evaluate the information but also 
apply it within the context of one’s life, is also a part 
of health literacy [58]. Health literacy also includes 
an individual’s ability to navigate the health system, 
communicate with their providers, follow prescribed 
treatment plans, and evaluate health information 
and evidence [95]. Health literacy can be organized 
into three categories [125]:

• Functional health literacy: Basic skills for  
individuals to obtain health information

• Interactive health literacy: More advanced 
skills involving processing the meanings  
of health information and applying  
information in the necessary circumstance

• Critical health literacy: The most advanced 
skills, including critically evaluating and  
synthesizing health information from  
multiple sources and applying the  
information in order to exert control  
over a situation

An individual’s literacy level and competence in nav-
igating health information can promote or impede 
health decision making, and readability of the health 
information is hugely important. In general, patient/
client education materials should be written at no 
higher than an 8th grade reading level; yet, printed 
materials are often written above this level [59]. In 
a study of 10 cancer brochures from various cancer 
organizations, the average reading level was 12.1, 
ranging from 9 to 15, well above recommended 
guidelines [60]. In another study of online brochures 
created for children and adolescents about mental 
health issues, the average reading grade level of the 
brochures was 13.23, ranging from 11.1 to 14.8 
[61]. A study of fact sheets on the websites of state 
domestic violence coalitions indicated the materials 
were written at an average of an 11th grade read-
ing level [62]. In a study about the readability of 
e-cigarette information on health websites, all the 
test was determined to be written at a higher grade 
level than that recommended for the general public 
[123]. In a 2022 study, that reading level of online 
information related to chronic health conditions 
was consistently higher than recommended [126]. 
Furthermore, 15.8% of the online information 
contained complex words of three or more syllables. 

The rise of smartphones has made the readability 
of online health information and functionality of 
apps for mobile devices even more important. In a 
study that explored 270 mobile websites targeted to 
health conditions, 15.9% were not fully optimized 
for readability [124]. Generally, government websites 
are not as mobile-friendly as commercial sites.
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EVALUATING ONLINE  
HEALTH INFORMATION

As discussed, the amount of health information 
available online and the collective wisdom garnered 
from others in using Web 2.0 tools can certainly be 
empowering for consumers of health and mental 
health services. However, it is vital that consum-
ers have the skills necessary to evaluate, interpret, 
and apply this information, as the quality can vary 
tremendously. In one study, researchers searched 
the Internet for “weight loss diets” using the Excite 
search engine and analyzed the first 50 websites 
returned as search results [64]. The authors then 
compared the content on these websites to published 
clinical guidelines for obesity. They found that only 
three websites offered sound dietary advice; most 
promoted diet aids (e.g., diet replacements and 
supplements). Because the benefits and risks of 
these types of products are unclear, consumers must 
be able to critically evaluate health information for 
applicability and bias.

Individuals tend to use multiple heuristics simulta-
neously to assess online health information [154]. 
Heuristics are mental short cuts used to make rapid 
decisions for problem-solving, and they tend to 
be employed in situations in which there is a tre-
mendous amount of information and uncertainty, 
producing cognitive overload. However, heuris-
tics can be self-confirming or based on perceived 
endorsement, which can reinforce myths and/or 
biases [154].

In a focus group study, participants placed high 
importance on the reputation of the website [73]. 
The perceived reputation was based primarily on 
name recognition and on lack of advertising, with 
more ads signaling greater commercial interest and 
focus on profits [73]. In another study, research-
ers examined whether the credibility of sources 
for online health information had any effect on 
consumers’ judgment of the quality of the health 
information [65]. Ideally, if the health information 
was from a highly credible source, consumers would 

rate the information to be of high quality compared 
to health information from a source with low to no 
credibility. For the purpose of this study, the three 
“credible” sources of information were the websites 
of the National Cancer Institute, the American Lung 
Association, and the American Cancer Society. All 
of the participants were given information originat-
ing from one of these sources, but only some were 
told the information came from highly respected 
organizations. Other participants were only told 
that the information came from a “webpage.” Find-
ings indicated that participants who were given 
the content and told the information was from a 
credible source did not judge the information to 
be any more trustworthy or valid compared to the 
participants who were told the information simply 
came from a “webpage;” credibility of the source did 
not influence judgments about trustworthiness of 
information. A similar pattern was observed among 
participants in a survey, which found that consumers 
tended to use the most popular websites returned in 
Internet searches and did not recognize that the qual-
ity of the health information might vary between 
online sources [14]. In general, health websites that 
end with .gov, .edu, or .org are perceived to be more 
credible and valid. However, research indicates that 
users with low literacy are more likely to distrust 
these types of websites, perhaps because they do not 
trust these types of institutions [155].

In an observational study of online search behaviors 
for health information, researchers found that par-
ticipants tended to rely on what information they 
could locate rapidly rather than searching for more 
credible sources, relying mainly on information 
found on search engines such as Yahoo or Google 
[66]. They will not often verify the information. The 
majority of the participants also relied on the first 
five search results to obtain the information. Other 
research has found that participants tend to judge 
results of health information searches based on 
position or rank or based on other users’ comments 
[121]. This speaks to the necessity for practitioners 
to educate consumers regarding the importance of 
gaining informational and autonomous competency 
[58].
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EVALUATON SKILLS FOR CONSUMERS

Practitioners can assist patients/clients to evaluate 
the quality and accuracy of online health informa-
tion. Being better consumers is a vital aspect of 
Health 2.0, with its emphasis on shared information 
and the team approach to care. Practitioners should 
review specific evaluation guidelines with patients/
clients so they are empowered to critique the validity 
and reliability of online health information. This 
can involve assessing the “who, what, and when” of 
an online source. First, the “who” questions should 
be asked when reviewing online health information 
[67; 143; 156]:

• Who is the author? What are the author’s  
credentials? In other words, is he or she  
qualified to write about the subject matter?

• Who maintains or sponsors the website,  
blog, or chatroom? Is it a government  
agency, a medical organization, a university,  
a pharmaceutical company, or a medical 
device manufacturer? Is the sponsor credible 
and do they have a good reputation? Is there 
any conflict of interest (e.g., is the sponsor  
selling anything)?

• Who is identified as the contact person?  
Is contact information for a webmaster  
or customer service provided?

Second, consumers should ask the “what” questions 
[67; 156]:

• What is the goal of the website or blog? Is  
it to sell a product or to educate the public? 
(Think about conflict of interest when  
answering this question).

• What sources are used as a basis of the health 
claims on the website or blog? For example, 
are evidence-based studies used or are the 
claims based on testimonials or the author’s 
opinions? To what extent is the information 
presented in an unbiased manner?

Finally, consumers should ask the “when” question. 
Essentially, this involves exploring when the blog or 
website was produced. When was it last updated? 
How recent is the health information?

Alternatively, Roberts offers the 5C evaluation 
tool as a framework for practitioners to help their 
patients/clients evaluate online health informa-
tion [68]. This follows the “who, what, when” 
model somewhat, but it expands to ask questions 
about readability and usability as well. This model 
addresses credibility, currency, content, construc-
tion, and clarity.

Credibility refers to the legitimacy of online health 
information and the author’s qualifications for 
offering the information. Evaluating credibility can 
involve asking the following questions [68; 156]:

• What other information has the author  
written?

• What information is returned when you  
do a search for the author?

• Does the web address provide clues about  
the author? For example, an extension of 
.edu may indicate that the author holds an 
academic position, while a .com extension 
indicates a commercial website.

Currency of information is vital, as new research 
findings can lead to different implications regarding 
health practices and clinician recommendations. 
Consumers may ask [68; 156]:

• When was the website or blog created  
or last updated?

• If there are references to other health  
materials, how recent are they?

• Do referenced links work or are they  
inactive?
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Assessing the content of a website is more in-depth. 
This will involve evaluating the actual information 
for accuracy and bias [68; 143]:

• Is the information written in first person?  
If so, this may indicate that the author  
is posing his/her opinions.

• To what extent is the information consistent 
with other information found in journals, 
books, and/or other online platforms?

• Are commercial products advertised? This  
may indicate sponsorship and conflict of  
interest. Some websites may include specific 
statements regarding the author’s affiliations 
with pharmaceutical or other companies.

Construction refers to how the online information is 
presented and the type of impression it conveys [68]:

• How reader friendly is the blog or website?

• Is there enough color and graphics so readers 
can easily assimilate the information?

• Is the information presented in an organized 
manner?

• What size font is used? Very small font  
may not be suitable for all consumers.

• Are there any barriers to accessing the  
information?

Finally, consumers should assess the source’s clarity. 
This will allow a determination of whether the infor-
mation on the online platform addresses the needs 
of the target audience. They may consider [68; 143]:

• What is the reading level of the information 
presented? Is it appropriate for the target  
audience?

• Are the information and graphics presented  
in a manner that is suited to the target  
audience?

• Is the information available in different  
languages?

• Are podcasts or other options offered  
for those who may want (or need) to  
hear rather than read the information?

For a tutorial on assessment of health information 
published online, review Evaluating Internet Health 
Information, developed by the National Library of 
Medicine, at https://medlineplus.gov/webeval/
webeval.html. For additional 

O’Sullivan offers the acronym TRUTHFUL to help 
individuals evaluate online health content. Many of 
the concepts are similar those already described in 
this section; however, clients/patients might better 
remember the acronym [96]:

• T: What are the technical aspects of  
the website like? Is the website and any  
multi media platforms user friendly? Are  
there any grammatical or spelling errors? 
When was the information updated?

• R: Has the website been rated and reviewed 
by sources like Health on the Net (HON)?

• U: What is your understanding of the  
purpose of the website?

• T: Does any discussion of treatments include 
both the advantages and disadvantages? Does 
it provide a disclaimer?

• H: Have you seen the information before? 
Is it consistent with other information from 
literature and other sites?

• F: What is the funding the website? This 
could help when assessing the credibility  
and potential conflicts of interest.

• U: If your personal information is requested, 
does it indicate the reason? Do you know  
why it is necessary and how it will be used?

• L: What is the legitimacy of the health  
information? What are the qualifications  
of the author? What source(s) or evidence  
support the information provided?

The criteria described in this section are tools con-
sumers can use when they evaluate online health 
information, but other approaches may be taken. 
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Practitioners should view themselves as playing a 
key role in educating consumers about valid online 
information. In a study of postgraduate nurses, the 
majority did not question their patients regarding 
whether they retrieved health information online 
and did not evaluate their patients for any misinfor-
mation [63]. It is recommended that practitioners 
inquire if their patients/clients have searched online 
for health or mental health information, how this 
information informed their health decisions and 
help-seeking behaviors, and which Internet and Web 
2.0 tools they used, if any. It is important to encour-
age patients/clients to utilize multiple sources when 
gathering information for health decisions, moving 
beyond obtaining information from simple Internet 
search results. Experts have laid out a conceptual 
framework to address health misinformation on 
social media [127]. The first stage involves authenti-
cation and verification of information posted online. 
The second stage consists of acts of correction. Using 
the four Rs of reflect, reveal, relate, and respect, 
health professionals can methodically and thought-
fully prepare to correct the information. After this 
foundation is set, one can attempt to correct the 
misinformation [127]. In addition to educating 
patients/clients using the established criteria, it is 
also important to consider, and possibly guide away 
from, the criteria that people generally employ to 
evaluate searches (e.g., search result rank, website 
layout and appearance) [128]. 

CONCLUSION

Prior to the current Internet era, consumers of 
health, wellness, and mental health information and 
services were forced to rely mainly on the medical 
establishment for education. However, the Internet 
has altered the healthcare landscape. Web 1.0 gave 
consumers the opportunity to search for informa-
tion using tools like Yahoo, Google, and health 
directories, but the second generation, Web 2.0, 
has promoted the collaboration, interaction, and 
sharing of information and continues to revolution-
ize the healthcare industry. Patients are using Web 
2.0 applications to share stories, provide emotional 
and informational support to one another, and 
obtain more health information than ever before. 
Meanwhile, practitioners are utilizing Web 2.0 tools 
to discuss cases, share resources, and provide con-
sultation with one another. Researchers, scholars, 
and guideline authors have also joined online con-
versations to disseminate newly found information 
regarding clinical regimens and interventions. This 
is not to say there are no downsides of Health 2.0. 
Issues and concerns regarding patient/client privacy 
and confidentiality, professionalism, intellectual 
property, and accountability of information are still 
being debated and discussed. Certainly, how the 
forces of technology change will inevitably impact 
how practitioners provide health care and interact 
with patients/clients in the coming decades.
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RESOURCES

World Health Organization
https://www.who.int/publications/m/ 
item/social-media-toolkit

HIPAA Journal Compliance Checklist
https://www.hipaajournal.com/hipaa- 
compliance-checklist

The following websites are examples of Web 2.0 
applications. They may be explored for more insight 
into the benefits and possible uses of Web 2.0 
technology.

The Health Care Blog
https://thehealthcareblog.com

PatientsLikeMe
https://www.patientslikeme.com

Healthy Place
https://www.healthyplace.com

Sermo
https://app.sermo.com

Doximity
https://www.doximity.com

Teladoc
https://teladoc.com

MyChart
https://mychart.org

HealthUnlocked
https://healthunlocked.com

Implicit Bias in Health Care

The role of implicit biases on healthcare outcomes 
has become a concern, as there is some evidence that 
implicit biases contribute to health disparities, profes-
sionals’ attitudes toward and interactions with patients, 
quality of care, diagnoses, and treatment decisions. This 
may produce differences in help-seeking, diagnoses, and 
ultimately treatments and interventions. Implicit biases 
may also unwittingly produce professional behaviors, 
attitudes, and interactions that reduce patients’ trust and 
comfort with their provider, leading to earlier termina-
tion of visits and/or reduced adherence and follow-up. 
Disadvantaged groups are marginalized in the healthcare 
system and vulnerable on multiple levels; health profes-
sionals’ implicit biases can further exacerbate these 
existing disadvantages.

Interventions or strategies designed to reduce implicit 
bias may be categorized as change-based or control-
based. Change-based interventions focus on reducing 
or changing cognitive associations underlying implicit 
biases. These interventions might include challenging 
stereotypes. Conversely, control-based interventions 
involve reducing the effects of the implicit bias on the 
individual’s behaviors. These strategies include increas-
ing awareness of biased thoughts and responses. The 
two types of interventions are not mutually exclusive 
and may be used synergistically.
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